COAEPXAHUE

06 ucmounuxkax 7

Ilponoz 11

YACTbH I
1. [lepBas KkubepHeTH4ecKast BoiiHa 31
2.RTRG 61
3. Co3manue xkubepapmuu 81
4. lone 6utBel — VHTepHeT 121
5.Bpar cpegu Hac 141
6. Haemauku 169

7. Kompl cTaHOBATCA IINMMOHaMu 197

YACTB II
8. Eme omua MaHX3TTeHCKUH TpoekT 217
9. AMepuKaHCcKasa KapTeub 227

10. CexpeTHblil uHrpesueT 237
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11. KopniopatuBHasa KoHTparaka 261
12. BeceHHee ipobyxaeHue 283
13. O60opoHHbIH 6u3HEeC 297
14. Hazape 323

Bnazodaprocmu 341
Hcmounuxu u npumeuarnus 347

IIpedmemHo-umenHOU ykazamens 379
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Ob UCTOYHUKAX

— JKYpHaJINCT U Ha TeMbl MHGOPMAITHOHHOM 6e30IacHo-
CTH U 3JIEKTPOHHOTO NIMHOHAXKa MUIy yke 6osee 10 jeT.
B OCHOBY KHUTHU JIETJIN MaTepuaibl 6ojiee THICTIN MHTED-
BBIO, KOTOPBIE f IPOBEJI 32 3T T'OAHI C OBIBIIUMU U JA€HCTBYIONUIN-
MM TIPaBUTENbCTBEHHBIMU YNHOBHUKAMU, BOEHHBIMU, PYKOBOIU-
TeJIIMU U COTPYAHUKaMU KOPITOPaIUii, ClielinaiuCcTaMu, UCCIen0-
BaTeISIMU M aKTUBUCTAaMHU. B TeueHue ABYX JieT pabOThl HaZl 3TUM
MIPOEKTOM 51 BHOBb BCTpPEYAJICA C JIOAbMHU, KOTOPBIX CUUTAIO0 CBO-
VMU CaMBbIMM HaZIeXKHBIMHU U ZIOBEPEHHBIMU UCTOYHUKAMU. Bhiu
U Te, Y KOTOPHIX 5 6pal UHTEePBbIO BliepBbie. OcOOeHHOE BHUMaHUE
[IpY HAIIMCAHWU TON KHUTH A yAesu1 beceZiaM ¢ AeHCTBYIOUIUMU
MIPaBUTENbCTBEHHBIMY YNHOBHUKAMY U COTPYAHUKAMH BOEHHBIX
BEZIOMCTB, Ubsi paboTa HEMOCPEACTBEHHO CBSI3aHa C TMOJUTHKOM
U JeATeTbHOCThIO B 06j1acTy MHGOPMAIIMOHHOI 6e30IaCHOCTH.
Ot oA paboTaloT Ha MepeioBOoii, a He OTCHYKMBAIOTCA B THUTY.
A kpaliHe IpU3HATEJIEH UM 3a TO, YTO OHM HAIIUTH BPEMS JIJIs I0BE-
PUTEIHLHOIO 06CYKIEHHS CO MHOLI TeM, KOTOPbIe MHOTHE IIpe/ICTa-
BUTEJU BJIACTH OTKA3bIBAIOTCSA OOCYKIATh MyOJIUYHO, MTOCKOIBKY
CJIMIIKOM YaCTO BOIIPOCH! KAaCAIOTCs CEKPETHBIX MaTEPHAJIOB U OIle-
parui.
MHoTHe JIoAU, C KOTOPBIMUY s pa3roBapuBall, Jajau paspelie-
HUe Ha ITUTHPOBaHIeE UX CJIOB B IIeYaTH, U B 9TOM C/Iy4ae 5 yKasbl-

Kynutb KHUry Ha canTte kniga.biz.ua >>>



https://kniga.biz.ua/book/gifts/-1/5776/?utm_source=site&utm_medium=pdf&utm_content=5776

8 | KWBEPBOWH@

Balo MMeHa CBOMX cobecesHMKOB B TEKCTE WIM B CHOCKax. Heko-
TOpBIE TOTPe6OBaIU, YTOOH 1 HE YIIOMUHAA UX UMeH, a MHOTAA
Y Ha3BaHUM areHTCTB U KOMIIAaHHWH, B KOTOPBIX OHU paboTaloT.
[TprickopbHO, HO 3a4YaCTYIO KYPHAIMCTHI IPU OCBEIIEHUH BOIIPO-
COB, Kacaloluxcs CEKPEeTHBIX TeM B 06/1aCTH HaIlMOHAIbHOM 6e3-
OTIaCHOCTHU, HE MOTYT IOJHOCTbIO PACKPBHITh UCTOYHUKHU HHGOOP-
Mailuu. f He Bepio, YTO XOTb KTO-HUOY/b 13 MOUX COOeCeHHUKOB,
C KeM s pasroBapuBas Ipu cbope maTepuana s STOU KHUTH,
MIPEZOCTAaBWI MHE CBeIEHUS, KOTOPbIE MOT'YT IIOJIBEPTHYTh PUCKY
HallMOHAJIbHYI0 6€30MMacHOCTb WM JKU3HU Jrogei. Ho s yaoBierT-
BOPWJI MPOCHOY 3THUX JTt0/Ielt 06 aHOHUMHOCTH IT0 IByM TIPUYHMHAM.

Bo-mepBhIX, MpeAcTaBieHHas UMH nHbopMaliia ObuTa BakHa
[UIsI TIOBECTBOBAHMUS M He MOIJIa OBITh ITOJIyYyeHa U3 APYTUX UCTOY-
HUKOB OO TTOATBEPIKaNa U JOMOTHANA JaHHbIE, TIOMyYeHHbIe
OT ZIPYTUX HE AaHOHUMHBIX MICTOYHUKOB WU U3 OTKPHITHIX IOKYMEH-
TOB. Kak HU yAUBUTENbHO, HO JOCTATOYHO OOJIBIIOE KOJTUIYECTBO
vHpopManuu o KubepBoiiHe OMy6IUKOBAHO B OTKPBITHIX UCTOY-
HUKaX U HUKOTJa He 3aCeKpeYrBaIoCch. Bo-BTOPHIX, OTU JIIOAH,
006111asch CO MHOI, TIOZIBEPraild cepbe3HOMY PHCKY cBOe mpodec-
CHOHAJIbHOE 6IaromoyJre U IaKe, TEOPETUIECKH, TUIHYIO CBOOO-
ay. O6cyxas METOZbI BeZieHUs KUOepBOMHEI U MIMUOHAXKa, UCTOY-
HUKY 3a4aCTyIO CJIOXKHO OIPEAENUTh, PACKPHIBAET OH CEKPETHYIO
“HGOPMAIIHIO WIN BCETO JIUIID OIU3KO TIOAXOAUT K TPAHHUIIE 103BO-
JIEHHOTO. EC/T UCTOYHUKY, C KOTOPBIMU 1 0OCYK/Iajl 3TH BOTIPOCHL,
OyzayT uAeHTUPUIIMPOBAHHI II0 UX UMEHAM, OHU MOTYT IIOTEPATD
JOIYCK K CBEPXCEKPETHHIM MaTepHajaaM, a 3TO 3HAYUT, YTO OHU
dbaKTUYeCKU He CMOTYT HalTH paboTy 1o nmpodeccuu B chepe obe-
crieyeHus HallOHAJIbHOM 6€30IacCHOCTH.

Kpome Toro, 3T JI0[y PUCKYIOT IIOABEPTHYThCS YTOJIOBHOMY
TIpecyieZIOBaHUIO M3-3a Pa3rOBOPOB €O MHOM. AZiMuHUCTpaIusa Oba-
MBI KpaliHe HeTeprMa K TOCyZAapCTBEHHBIM CTY>Kall[M, KOTOPhIE
JaensaTes nHGopMaIen ¢ )KypHaJIUCTaMU. 3a pasryialleHue CEKPET-
HOM nHdopMaIy MUHUCTEPCTBO IOCTUITUU TIOIBEPTJIO YTOJIOBHO-
My IIpeC/IeZIOBaHUIO OOJIbIIIE CIIEIMATMCTOBR, YEM BCE IIPEABIAYIITE
AaMuHUCTpanu BMecTe B3dThIe. [Ipolre ropops, HacTaau omnac-
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Hble BpeMeHa /st 00IeHUs ¢ )KypHaiucTaMu. JIjisi 6BIBIIMX TOCY-
JapCTBEHHBIX CTYXKAIIUX ¥ BOEHHBIX PUCK elrle Bhilie. HecKoMbKO
OTCTaBHBIX PYKOBOJAUTENEH pasBeAKH paccKa3aiy MHe, YTO B Teve-
HMeE IIOCTIEeJHETO Fo/ia Pa3BeACayKObI, Ha KOTOPBIE OHU IIPOJOJIKa-
10T paboTaTh B KayeCcTBe MOAPSIAINKOB, JaJi UM MOHATD, YTO CTO-
UT MPEKPATUTh OOIIEHME C KYPHATUCTAMH, €CJIM OHU XOTAT IIPO-
JIOJDKATH IIOJIy4aTh FOCYJapCTBEHHEIE 3aKa3kl. B TeX cIydasx, Korga
s UCTIO/Ib3YI0 MHPOPMAIIUI0 aHOHUMHBIX UCTOYHUKOB, S CTapioCh
0OBACHUTD, ITOUEMY STHM JIIOASAM MOXHO JIOBEPATH, IIPHU 3TOM
s BBITIOJIHAIO CBOE 00513aTEIbCTBO HE PACKPHIBATh JAHHEBIE, KOTO-
pble MOTIY ObI UX UAEHTUPUITUPOBATh.

3HauyuTeabHAs YacTh OTOM KHUTM OCHOBaHa Ha JOKyMEHTAaXx,
B3ATBIX U3 OTKPBITHIX UCTOYHUKOB. K HMM OTHOCSTCS IIPaBUTEb-
CTBEHHBIE OTYETHI U MMPE3EHTAIUM, CBUAETENbCKUE TTOKa3aHUs
B KOHTpecce, 3allMCH BHICTYILIEHN BBICOKOTIOCTABIEHHBIX YHOB-
HMKOB, a TaK)Ke KpaliHe IOoApOOHbIe U HENIPEPHIBHO MHOKAII[Ie-
cq aHaJIUTUYECKYEe OTYETHl YaCTHBIX KCCIefoBaTeei 1o 6esomac-
Hoctu. Korza s HaunHaia paboTaTh HaJ KHUTOM, MHOTHE KOJlle-
T'H CIIpAIMBAaJIM, KaK 5 CMOTY IKMCAaTh pabOTy Ha CTOJIb CEKPETHYIO
TeMy, Kak KubepbezonacHocTb. OfHAKO A ObLI yAUBIEH, KOrja
y3HaJI, YTO OTPOMHOE KOJUYECTBO JOCTOBEPHOM U OBIUIUTEh-
HOI HeceKpeTHOM NHGOPMALIUK CYIeCTBYET B OTKPHITHIX HCTOUHMU-
Kax. VI3 Hee A M3BJIEK 3HAYNTEIHHOE KOJIMYECTBO CBEJEHUM, KOTO-
phle TTOAPHIBAIOT 3asBIIEHNS MHOTHUX TOCYZaPCTBEHHBIX YNHOBHU-
KOB O TOM, YTO 9Ta TeMa CJINIIKOM JieTHKaTHA U ySA3BUMa, YTOOBI
obcyKaaTh ee MyOJNYHO. 3a IMOCAeAHNE HECKOJIbKO JIeT Bce 60JIb-
Ille TOCYMHOBHUKOB ¥ BOEHHBIX PYKOBOJAUTEJIEH CTalu TOBOPUTH
0 KubGepBOIHE U IIMHUOHAXKe 60Jiee OTKPBITO, M MEHS 3TO 00Hajle-
>kuBaeT. OBIIECTBO He CMOXKET ITOHATh 9TU IIPOOJIEMBI, a BIACTH —
MIPUHUMATb 060CHOBaHHbIE 3aKOHBI ¥ BECTH B3BEIIEHHYTO TIOJTUTH-
Ky 6e3 HelpeAB3ATOr0 U OTKPOBEHHOT'O IMyOJUIHOTO 06CYKAEHUS
JAHHBIX BOIIPOCOB.
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nPOJ1IOI

MMUOHBI TTOABUINCH 6e3 mpeaynpexaeHrs. OHU TUXO

3aHMMAaJIMCh CBOUM PEMECIOM, BOPYS CEKPETHI y caMOM

MOIIIHOM U BIUATENbHOU BOEHHOU opraHusanuu. Vim
yZaJI0Ch TOPaboTaTh HECKOJIBKO MECSIIEB, TIPEXK/E YEM UX TIPUCYT-
cTBHE OBUTO 3aMedYeHO. A KOIZlJa aMepUKaHCKHE BJIaCTH HaKOHEI]
0OHapPYKUIU BOPOB, CTAJO TIOHATHO, YTO YK€ CIUIIKOM TTO3HO.
BbUT HaHeceH GOJBIIOH yiepo.

He3BaHble TOCTH YCKOJIb3HYJIN C OCPOMHBIM 06’b€MOM TeXHUYE-
CKOM Y KOHCTPYKTOPCKOI MHPOpMaIU O CaMOM Ba)KHOM HOBOM
opyxuu CoeinHeHHBIX [IITaTOB — camoJieTe-UCTpeOUTe e TIOCIE-
HETO MTOKOJIEHHs, KOTOPHIH pa3pabaThIBAJICA 10 TPOTPaMME, ITOJTY-
YyuBlIIel HasBaHUe «EAWHBIN yAapHbIH HncTpebuTeb» (Joint Strike
Fighter, JSF). IIpeanosnaranoch, 9TO 3TOT UCTpeOUTENb CTAaHET
caMbIM COBEpIIIEHHBIM 60EBBHIM CAMOJIETOM, KOTOPBIH OyeT 3a/eli-
CTBOBaH BCEMU POAaMU BOICK 1 obecreuuT rocmoactso BBC CIIA
B BO3/IyXe Ha flecATWIeTHs. VicTpebuTeb, MOMyIUBIIUM Ha3BaHMe
F-35, ObUI caMbIM TEXHUYECKH CJIOKHBIM OPY)KHEM U3 KOTrJa-Tru6o
CO3/IaHHBIX, & KPOME TOI'0, IIPY OIIEHOYHOW CTOMMOCTH IIPOEKTAa
B $337 MiIpz ellfe ¥ caMbIM JIOPOTHM.

Bce yka3piBajio Ha TO, YTO NMPECTYIIHUKOM, COBEPIIMBIIUM
¢ xoH1ja 2006 r. cepuio Aep3KUX B3JIOMOB, fAABJIAETCA BOEHHOE
BefoMCTBO KuTas. Y aToii opraHusalriuy 6611 MOTHUB U BO3MOX-
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HOCTH YKPacTb ceKpeTHbIe cBeZieHHs 00 F-35. OcobeHHO UX MHTe-
pecoBau OAPOOHOCTH O CUCTEME, TTO3BOJIAIONIEN UCTPEOUTETIO
CKPBIBAThCS OT BpaXKeCKUX pazapoB. JecaTtku et Kurail mpoBo-
JTWJT arpeCCUBHYIO KAMITAHHUIO TTO TIIITUOHAXKY B BOOPY)KEHHBIX CHIaX
CBOETO CaMOT0 cepbe3HOoro mpotuBHUKa — CIIIA. HaunHas ¢ KOHIIa
1970-X I'T. areHThI KUTAMCKUX CIEICTYKO 9aCcTO OCEIIANN U TaXKe
paboTanyd B aMEpPUKAHCKHUX YHUBEPCUTETAX, TOCYAapCTBEHHBIX
HCCIEIOBATENbCKUX Tab0paTOPUSIX ¥ KOMIIAHUAX, BHITTONHABIIUX
000pOHHBIE MTOAPSAIBI, OPTaHU3YsI YTEYKU KOHCTPYKTOPCKOH JOKY-
MEHTAIlUU 110 CUCTEMAaM BOOPYKEHUs, B TOM YUCJIE MO AAEPHBIM
60€eroJoBKaM.

OpmHako 6BLIO HEYTO HOBOE B 3TOM MCTOpHUU. IIIMUOHKI He 3a0U-
panu 6yMaKHbIe IOKYMEHTHI U3 0HCOB U He TIOACTYIIUBAINA Pa3-
TOBOPBI MH)XEHEPOB B KOMHAaTaX OTAbixa. OHU BopoBaiu UHGOD-
MaIl1IO yAaJIeHHO C TIOMOIIbI0 KOMITBIOTEPHBIX ceTel. ITporpaMmmy
paspaboTtku JSF B3omaJu.

CrienaucThl IO UHPOPMAITMOHHOM KPUMUHATUCTUKE, 3a/1e-
CTBOBaHHHIE B pabore Haz F-35, Hayaju MOUCK MPECTYITHUKOB.
YToOBI MOHATH, KaK XaKepaM yZaJoCh MPOHUKHYTb B CHUCTEMY,
MIPUIILIOCH TIPUHATH 06Pa3 MbICTIEH B3JIOMITUKOB, HAaYaTh AyMaTh,
KakK OHU. Tak B KOMaH/Ie MTOSBIWJICSA CBOM XaKep. DTO ObLI OBIBIIUIA
BOEHHBIN OQHIlep U BeTepaH CeKPETHBIX KU6epBOHH. OH MpHO6-
peJi IIeHHBIH OMBIT B TIEPBBIX apMeNCKUX MHPOPMAITMOHHBIX OUT-
Bax cepeZHbl 1990-X IT. — TeX, B KOTOPHIX TPebOBaIOCh CKOpee
MPOHUKHYTD B F'OJIOBY POTHUBHUKA, YeM B €r0 0a3bl JAHHBIX. JTO
OBUTM Bapuallu¥ KJIaCCUYECKUX MPOMaraHAUCTCKUX BOWH B KOM-
MBIOTEPHYIO 3IOXY; 3/eCh OT BOEHHBIX XaKEpPOB TpPebOBasOCh
3HATh, KAK BHEZPUTHCS BO BpakKeCcKre KOMMYHUKAI[OHHEBIE CHCTe-
MBI U IIepeJiaTh COOOINeH s TaK, YTOOBI UX IIPUHSIN 32 COO0IIIe-
HUS U3 TOBEPEHHOTO UCTOYHUKA. [I03:Ke OCHOBHOI 3a/iaueti ObIB-
mero oduIilepa cTaja cjaeXKa 3a IOBCTAaHLIAMHU U TEPPOPUCTAMU
Ha TeppUTOPHHU OOEBBIX ZeHCTBY B pake ¢ TOMOIIbIO KOHTPOJIA
X MOOWIBHBIX TelepOHOB ¥ MHTEPHET-COOOIIeHUH. U XOTSI eMy
OBLIO BCETO COPOK C HEGOJBIIMM, TI0 CTaHZApTaM MpodeCcCHr OH
OBUT OTTBITHBIM COTPYZHUKOM.
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BoT uyTO 6BUTO U3BECTHO crieiuaarctam BBC 06 yTeuke 1o mpo-
rpamme JSF: naHHBIe ObUIH YKpaZieHbl HE C KOMIIBIOTEPA BOEHHO-
ro BeZoMcTBa. [1o Bcell BUANMOCTH, yTeUuKa HHPOPMAIIH IIPOU30-
IIJTa M3 KOMITAHUH, IPUBJIEUEHHOM K paboTaM 1o IPOEKTHPOBAHUIO
U co3gaHuIo uctpebutesns. [InuoHaM NPUILIOCH cAelaTh OOMaH-
HbI MaHeBp, HAIIEJIMBIIMCh Ha paboTaBIIKeE 0 I0roBopaM ¢ MuHU-
CTepPCTBOM 0OOPOHBI KOMITAHUH, KOMITBIOTEPBI KOTOPBIX COZIEPIKAIU
OTPOMHOE KOJIMYeCTBO CBepXCeKpeTHOU NHPOPMAIH, B TOM YHCIIe
U HEKOTOPBIE YePTEXH y3JI0B uctpebureind F-35, Takue ke, Kakue
MOXXHO OBUTIO OOHAPYKUTh Ha KOMITbIOTEPAX BOEHHOI'O BEZIOMCTBA.
TakTHKa mmuoHaka OpUTa BeIOpaHa yMHO. [logpsaHble KOMITAHUN
HeoOXOAVMEI aMepUKAHCKIM BOEHHBIM; 0e3 UX yJacTHs He JIETAIOT
CaMOJIETHI, HE €3/IT TAHKU U HE CTPOSITCA Kopabiu. Ho X KOMITbIO-
Tephl OOBIYHO 3alUIIEeHbI clabee, YeM CBEpXCEKpPETHBIE BOEHHbIE
KOMIIBIOTEPHBIE CETH, CAMbIE BaXKHBIE 13 KOTOPBIX AaXKe He ITOAKJIIO-
YyeHbl K VIHTepHETY. XaKephl IPOCTO HAIILIH APYTOH CITOCO0 IIPOHUK-
HOBEHWU, HALIEJIMBITNCH HA GUPMBI, KOTOPBIM BOEHHEIE TIOPYYaIn
TaK MHOI'O pasHbIX BKHBIX 3a/1a4.

BoeHHBbIe clieloBaTeNy He ObUTM YBEPEHBI, B KAKOW M3 KOMIIa-
HUM obpa3oBasach Opellb B CCTEME 3aNTUThl HHGOpMAIUU. ITO
moria 66Tk 1 Lockheed Martin, Beaymuii mogpsag9vK 110 IPOrpaMm-
Me F-35, a moxkeT GBITh, OZIHA M3 KOMITAHUH-COUCIIOTHUTENENH —
Northrop Grumman wiu BAE Systems, win Kakas-To Apyras KOM-
na"ua u3 6osee THICTIM GUPM U MTOCTABUIMKOB, IPUBJIEYEHHbIX
K paboTe HaJ, MHOTOYUCIEHHBIMH CJIOXKHBIMU MeXaHUYeCKUMU
WWIU 3JIEKTPOHHBIMU CHCTeMaMU caMoseTa. [IporpaMmel, moMorao-
IITMe YIIPABISATh 3TUM CaMOJIETOM, COCTOSIT U3 OoJiee 7,5 MJTH CTPOK
KOZIa — 3TO TIOYTH B TPU pa3a bosiblile, YeM B MpOrpaMMax yrpas-
JIEHWSI CAMBIX COBPEMEHHBIX UCTpebuTeeii. A eile 15 MIH CTPOK
KOZIa YIPABJIAIOT JIOTUCTUKOM, 0O0y4eHHEM U JPYTHMU BCIIOMOTa-
TeJbHBIMU ccTeMaMu. /i IINKoHa TaKasa CUTyalllus COOTBETCTBY-
€T, TI0 BOEHHOM TEPMUHOJIOTHHU, «OOCTAHOBKE C MHOTOYMCJIEHHBIMU
nenaMu». Kyza HU IOCMOTpH, MOXXHO HAaWTU CEKPeTHl O CUCTeMax
HaBUTAINH CaMOJIETA, ET0 OOPTOBBIX ZATIYHNKAX, CUCTEMAaX KOHTPO-
Jisl U BOOPY:KEHUM.
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Hauathb pacciezioBaHue GbUIO PAa3yMHO C BEAYIIETO TIOAPAIIU-
ka — xkommnanuu Lockheed Martin. Ha koMIboTepax KOMIIaHUU
XpaHWIach KpaliHe BakHasg MHQOpMAIUA O camoJieTe, HO UTO,
MOJKeT ObITb, OBUIO GoJiee CylIeCTBEHHO, KOMIIAHUS PYKOBOAU-
Jla MHOTUMU COMCIIOTHUTEIIMU, KOTOPBIM COOOIIAMNUCh pa3Hbie
Jetanu no npoekty F-35. OgHako, korza «xakep» u3 BBC noasui-
cs1 B oduce Lockheed, 4ToOBI HaYaTh paccieZioBaHKe, €10 BCTPETH-
JIA He TeEXHUYECKUE CIIENNAaTUCThI WIX BOEHHBIE OQUIIEDPHI, KypH-
poBaslIre npoekTHupoBaHue F-35, ero nonpuseTcTBOBaIU I0pU-
CTBI KOMITAHUM.

«XaKep» MOMPOCHI HOYTOVK. «3a4eM OH BaM?» — CIIPOCUIHN
10pUCThl. OH OO'BSICHUJI, YTO €MY HY>KHO TIOCMOTPETH Ha OpraHu3a-
I[UI0 BHYTPEHHUX KOMIIBIOTEPHBIX ceTell /yid Hadasna. Kpome Toro,
OH XOTeJ y3HaTh, KAKUMU MPOTPAMMHBIM obecliedeHreM U TPU-
JIOXKEHUAMU T0JIb3YIOTCS 00bIYHBIE cOTPyAHUKHU Lockheed. B aTux
MporpaMMax MOIIU ObITh YSI3BUMOCTH WJIU JIa3€MKU B CUCTEME
3alIUTHI, TTO3BOJISIONIME MTOIH30BATENO (B TOM YHC/IE JIETATBHO-
My: HallpUMep, CUCTEMHOMY aIMUHHUCTPATOPY) OOOUTH MpeAyCMO-
TPEHHBIE CpeJCcTBa obecriedyeHUs 6€30MacCHOCTU, TAKUeE KaK dKpaH
BBO/Ia JIOTWHA ¥ TTAPOJIS ITOIH30BATEJS, U TIOMYIUTD JOCTYII K KOM-
MbIOTEPY. B3JIOMIIUK MOT MCITO/Ib30BATh 3TU TOYKHU JOCTYTIA, YTOOBI
TOJIYYUTD IUIANAAPM BHYTPY MHGOPMAITMOHHONW HHPPACTPYKTYPHI
KOMITaHUH. Bce, 4TO HY»XHO OBLIO MITTMOHAM, — 3TO TOYKa BX0/a,
MecCTo, TZle yCTaHaBauBaeTcs [[udpoBas «onopHas 6a3a», U3 KOTO-
POt MOXXHO IIPOBOAUTEL CBOU OIlEpalllH.

AZIBOKAaTHI BBIJAIN «XaKePy» abCOMIOTHO HOBBIM HOYTOYK, IIPS-
MO 13 KOpoOkH. Ero ellle HY pasy He MOAKII0OUaIN K KOPIIOPaTHB-
Holi cetn Lockheed. K HeMy HU pa3y He mpuKacajucsi HU OJUH
13 COTPYAHUKOB KOMIIAHUM, KpOMe aZBOKaTa. «XaKep» BO3MY-
Tiwicsa. PaKTUUECKU ero MPOCUIU BBISICHUTH, KaK B JOM IPOHUK-
JIU B3JIOMIIVKHU, IPU 3TOM He IO03BOJIWIN OCMOTPETh U U3YyUUTh
MeCTO MpecTyIUIeHU .

TTouemy xommanus Lockheed, koTopas 3apabaTrbiBaja Ha Mpo-
eKTe co3zanusa EAMHOrO yZapHOTO HCTpebUuTesss MIWLUTHAPABI [0J-
JIapoB, He c/ienana Bce BO3MO)XXHOE, YTOOBI MIOMOYb HAWTH IIIHO-
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HOB? MoXeT OBITh, TIOTOMY, YTO TIIATEJIbHOE paccieZioBaHue TIOKa-
3aJ10 OBI, HACKOJIBKO (JIab0 3alUIeHbl OBUIM KOMITBIOTEPHBIE CETH
KOMITaHUU. BO3MOXKHO, ciefoBarenyt oOHAPYKWIN Obl U JPYyTHE
yTedku nHGOPMAIMH 10 APYTUM BOEHHBIM ITporpamMaM. Paccka-
3Bl O TOM, YTO CETh ObUIA B3JIOMaHa MIMMUOHAMU, KOTOPhIE HUKOT/IA
He TTOSIBJISUTVCh Ha 00BEKTAX, MPUHAJIEXKAIINX KOMIAaHUH, BPSIZL JIN
MOIJIA TTIOMOYb Zeny. Lockheed — kpymHeHIM MOCTaBIUK TOBA-
POB U YCIIyT AJI1 aMepUKaHCKOro IpaBUTenbcTBa. B 2006 r. koMmra-
HUS 3aKJTIOYM/Ia KOHTPaKTel Ha $33,5 wipa, mpudem 6osee 80% —
¢ MunwuctepctBoM 060pons! CIIIA. Majio Toro, aTv Hudphl He yIu-
THIBAIOT CEKPETHYI0 paboTy B MHTepecax pa3BeAbIBaTeIbHbIX
areHTCTB, 00BEM KOTOPOM, HECOMHEHHO, YBEJIUYUT OOIIYIO CYyM-
My ellle Ha HEeCKOJIbKO MuwLtrapaoB. B Lockheed me mormmu gory-
CTUTh, YTOOBI KOMITAHUS BHITJIAZIENAa KaK CIabblil XpaHUTEb 1eH-
HBIX FTOCYZIapCTBEHHBIX TalfH, U HAa CAMOM JIeJie HU OZITH 13 060POH-
HBIX TIOAPSAZAYMKOB HE MOXET JOMYCTUTh mogobHoT0. KpoMe TorO,
axnuu Lockheed cBo601HO 06patatoTess Ha OTKPHITOM PHIHKE TTeH-
HbIX Oymar. CKopee BCero, akIiioHePhI KpaliHe HETaTUBHO OTpearu-
poBasi OBI HA HOBOCTH O TOM, YTO KOMITAHUS HE MOXKET 3aIIUTUTh
KJIFOUEBYIO /I CBOETO MHOTOMUWUTHAPAHOTO GU3Heca MHGOPMAIIHUIO.

HeyauBuTenbHO, UTO «XakKep» He HallleJl HUYEro LIEHHOTO
Ha TpefOCTaBIeHHOM HOYTOyKe. BEICOKOMOCTaBIEHHBIE BOEHA-
YaJbHUKU, KypUpOBaBiiue mpoekT JSF, 6buty BHe cebs 13-3a 0OHa-
pykuBIINXCA yTedek nHpopmauuu. OHU mMOTpebOBaIU, YTOOHI
u Lockheed, 1 Bce ocTanbHBIE BOBJIEUEHHEIE B MTPOEKT MOAPSAIIU-
KU OKa3aJIi CaMyI0 IIMPOKYIO IIOMOIIb B paccieZioBaHuu. C uX TO4-
KU 3peHMs, 3T KOMITAaHWUHY He TIPOCTO paboTaiv Ha MPaBUTELCTBO.
B [eliCTBUTEIbHOCTA OHM CaMH OBUTM 9aCThbIO IPAaBUTENIHCTBA,
ToJTy4as IeHbI'd HAJIOTOIUIATEIbIUKOB U BBITIOJIHASA CBEPXCEKPET-
HyI0 paboTy. BoeHHbIe yIIyOMIN pacciefloBaHUe, U 32 HECKOJIBKO
MecsAIleB «XaKep» U ero IOMOIIHUKY TIIATeIbHO U3YUIIN KOMIIBIO-
TepHble ceTr KommaHuu Lockheed u Apyrux moapsaduxoB, pabo-
TaBIINX HaJ TPOEKTOM.

CriefoBaTesyi 0OOHAPYKWIU, UTO CTy4aii IPOHUKHOBEHMS He ObLI
equHuaHbIM. CeTu Lockheed B3smaMbIBasiNCh HEOAHOKPATHO.
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OHU He MOIJIM CKa3aTh TOYHO CKOJIbKO, HO yIepb OT MPOHUKHO-
BeHUS OBLT OIleHEH KaK 3HAYMUTENbHBIN, TPUHMUMAas BO BHUMa-
HUe HEKOHTPOJIUPYEMBIHA JOCTYI B3JIOMITUKOB K CETAM U 06BbeM
yKpaZieHHOUM nHbopMaIluu. B pe3ynbraTe Bcell onepaluu, ejbio
KOTOPO#i ObLTH ¥ IPyTHe KOMIIaHWUMU, IITHOHAM YAaJI0Ch YKPacTh
HECKOJIbKO TepabaiT ZaHHbIX O BHYTPEHHEM YCTPOMCTBE HCTpe-
6uTesnsa. Takoe KOMMYeCTBO MHPOPMAIIMU B YUCIEHHOM BhIpake-
HUU COCTAaBJIET MPUMEPHO 2% oT o6beMa cobpanus bubnuote-
ku KoHrpecca.

B uHble BpeMeHa BHeZIpeHUE areHTa B OJHY U3 aMepPUKaHCKUX
KOpIiopalil U yCcTaHOBKa IIPOCAyIINBAIOIIero yCcTpocTBa cTa-
JIi OBl BHIZAIONUMCSA IIMTUOHCKUM TMoABUTOM. Celyac e HyX-
HO BCET0 JINIIIh 3apa3uTh KOMITbIOTED BPEJOHOCHOM IIPOTPaMMOM
WK 4epe3 VIHTEPHET IEPEXBATUTH KaHAJ CBSI3U M CKAYHBATh Iiepe-
ZlaBaeMyIo HHGOPMaIHIO, HaX0AACh Ha APYTOM KOHIIEe CBeTa.

Yem Oosbllle cAeAOBATETN ITPOYECHIBAIU JIOTH WHTEPHET-
COeIVMHEHUI U COIEPKUMOE KOMITbIOTEPHBIX JMCKOB, TEM 60JIb-
IIIe XKepTB B3JIoMa OHU HaxoAwnu. [IlnroHaMm yAanock IpOHUKHYTh
B CETH CyOTIOAPSTINKOB B HECKOJBKUX CTpPaHaxX Mupa. TexHude-
CKU€ CIIeIUAIHCThI oTcaeannu [P-agpeca u MeTOAbI TPOHUKHOBE-
HUs1, UCIIOIb30BAHHBIE IIITMOHAMU. [IpakTU4YecKy He OBUIO COMHe-
HUM, 9TO IIMTHOHKI ObUTH M3 KuTas u, BeposTHO, MPUHAJIEKAIN
K TOU JKe TPyIIe, KoTopasA ObUla MpUYacTHA K IPYTUM B3JIOMaM,
HalleJIeHHbIM Ha aMepHKaHCKUe BOeHHBbIE BEZIOMCTBA U KPYIIHbIE
KOMITaHWH, pabOoTaloIIye IPeNMYIIeCTBEHHO B 00JIaCTH BBICOKUX
TEXHOJIOTUH U SHepreTUuku. Pasmax, HAaCTOWYUBOCTDb M M3OIIpPEeH-
HOCTb KUTANCKOM K1Oeppa3BeAKY CTaIU HACTOAIIMM CIOPIIPU30M
[l pyKOBOAWTENe aMepUKaHCKUX BOEHHBIX U Pa3Be/bIBaTeNb-
HbIX BeZloMcTB. Biactu CIIIA Tak U He pacKpbUIU [Jid IIHMPOKOM
nyOIMKY MacITab 6eACTBUA, TO JIU M3-3a CMYIIEHNS Y HE)XXeTTaHHs
cTaTh 0OBEKTOM HacMeIlleK, TO JI YTOOHI He aTh MMOHATh KUTal-
I1aM, YTO 32 HUMU BeJlach CJIeXKKa.

[IITMOHBI OXOTWINCH 33 ZeTaJIMKU KOHCTPYKIIUU UCTpebuTe-
JI1 U ero CIIOCOOHOCTHU BBIZIEPKMBATh HArPy3KH, BO3HUKAIOILIVeE
B IIOJIETE U BO BpeMsI BO3AYIIHOIO 60s1. OYeBUHO, YTO TaKUM 0bOpa-
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30M OHU TIBITAJIUCh OOGHAPYKUTh CJIabble MECTA CAMOJIETA, a KPOME
TOTr0, OBUIM 3aMHTEPECOBAHBI B MHGOPMALIMH, KOTOPas IOMOXKET
co31aTh coOCTBEHHEBIN UcTpebuTens. [locneacTBrs OGbUTH yKaca-
omUMU. V3 mpemnonoKeHus, YTO MIMTHOHBI paboTaniu Ha KUTak-
CKVie BOODPY>KEHHBIE CHUIBI, CIEJOBAJIO, YTO OJHAXK/bI aMepUKaH-
CKUe UCTPeOUTENN MOTYT CTOJIKHYTHCS B OO0 CO CBOMMMU KOITUS-
MH. AMEPUKAHCKUM JIETYNKAM, BO3MOXKHO, TIPUJETCS UMETH JIEI0
C HeTIpusATeNeM, KOTOPBIH OyzieT ocBeZioMIEH 00 YA3BUMBIX MeCTaX
ucrpeburens F-35.

Ha ToT MOMeHT MHpOpPMAIIUS O CUCTEMAX, KOTOPHIE MTO3BOJISIOT
camoJsieTy o6HapyXKMBaTh MPOTUBHUKA, ¥ CUCTEMAaX YIIpaBIeHUs
HcTpebuTeNeM, TTO3BOJAIONUIUX BBIIOIHATD CIOXKHBIE MaHEBPHI,
6bl1a B 6€30IMacHOCTH, MMOCKOJIbKY XpaHWIach Ha KOMIIbIOTEPAX,
He UMeIoIUX BhixoZa B MHTepHeT. Ho roioM mo3ke ciiefjoBaTe-
JIV BCe ellle 0OHAPY)XUBAIX HOBBIE YTEUKH, KOTOPBIE TIPOITYCTHIIN
paHee. MOXKHO OBLIO MPEATIONIOXUTb, YTO KAMITAHUS 110 IIMTUOHAXKY
TIPO/IOJKAETCS, U TIEJTBIO €€ SBJIAIOTCS ZiasKe KOMITBIOTEPHI, He TIOJI-
KJIIOYeHHbIe K VIHTepHeTy. Beib GpakT OTCYyTCTBUA BBIXOJA B 001Ie-
JIOCTYITHYIO CETh, TOBOPUT O TOM, UTO Ha 3THUX KOMITBIOTEPAX COZIEP-
KUTCS Haubosiee BaxkHast nHGoOpMaIuA.

B KOHIIe KOHIIOB CJIeJOBATEIN ITPUIILTA K BBIBOZY, UTO U3HAYAIIb-
HO IITTMOHBI BOBCE He OBUTM HalleJeHbl Ha nHpopManuio o F-35,
UX TIeJIbI0 OBbLT IPYTOl CEKPETHBIN MPOEKT. BeposATHO, mpuHUMAas
BO BHUMaHUe OIPOMHBIIN 00'beM He3alUIeHHbIX JaHHBIX, Hal/leH-
HBIX B KOMIIBIOTEPHBIX CETSIX KOMIIAHUHW, OHU PEIIFUIN, YTO TPOEKT
F-35 okaxkeTcs GoJjiee JIerKOH I1ie/ibio. Mi3aMeHeHte TUIaHOB IIPSIMO
B IIpoljecce orpabaeHus JaBajo MOHATh, HACKOJIbKO HAIJIO U Aep3-
KO BeJu cebs IMUOHBL. Y HEKOTOPHIX IIPeJACTAaBUTENEN BIACTH
BBI3BAJIO YAWBIEHUE, KAK MaJO B3JIOMITUKH MIpUIaTaiyl YCUINH,
YTOOBI CKPBITh CJIeZIbl IPOHUKHOBeHMs. Ka3aiock, OHM abCOMOTHO
He TPEBOXXATCSA O TOM, 4TO X obHapyxaT. OHU Kak OyzATo b6poca-
JI1 aMepUKaHIIAM BBI3OB, TIpe/Jiaras HauTu ux, 6yAydu Ipu 3TOM
B IIOJIHOM YBEPEHHOCTH, UTO 3TOT'O HE IPOU30U/IET.

[IIITMOHBI HE TOJBKO MOMYYIN TOTEHIUAIBHO TI0JIe3HbIE Pas-
Be//IaHHBIE, HO ellle U CYIIeCTBEHHO 3aZiepyKain pa3paboTKy UCTpe-
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6uTtens F-35. Bractu CIIIA mo3:e 3agBWIH, YTO HATJIOE TTPOHUKHO-
BEHHE B KOMITBIOTEPHI CyOIIOAPAINKOB IIPUBENO K TOMY, UTO TIPO-
IPaMMUCTHl BBIHY>K/IEHBI OBUIU TepenucaTh MPOTPAMMHEIN KOZ
JUISI CUCTEM UCTPeOUTENA, 3a/iepiKaB TaKUM 00pa3oM 3aBepliieHue
MpoeKTa Ha OAuH rof 1 Ha 50% IOBBICHUB ero CTOMMOCTh. Kutaii-
I[aM U He NPUJETCS CTOJKHYTHCS B OO0 C 3TUM HCTpebHUTeNeM,
€CJIY OH TaK U He B3jeTUT. KpoMe Toro, KuTtaii 3HauMTENbHO MIPO-
JBUHYJICS B IPOEKTUPOBAaHUM COOCTBEHHOTO camoJieTa. B ceHTs-
6pe 2012 r. Bo BpeMs Bu3uTa MUHHCTpa 060opoHbl CIIIA JleoHa
[TaHeTTHl KHUTaMCKUe BlIacTu omybnuKkoBanu ¢poTorpaduu HOBek-
IIero UCTpebuTess, cToAmero Ha aspogpoMe. OH UMeN CXOJCTBO
¢ F-35, HO He IOBTOPAJI ero KOHCTPYKLHIO B TOYHOCTH, YTO IPHU-
3HaJIM ¥ aMepUKaHCKYe BiaacTh. [1py co3aHnu KUTalHCKOTo UcTpe-
6uUTesNA YaCcTUYHO ObUTa UCTIOTb30BaHa UHpOpMaIUA, YKpaJeHHas
HITHOHAMM V aMepUKaHCKUX KOMITQHUM 11eCThIO TOZlaMU paHee.

PyKOBOAUTENN KOMIIAHUI He 3HAJU TOYHO, 3a4eM WX BBI3BAIU
B [lenTarou. Kak u To, 3a4eM UM BpeMeHHO BBIIAJIH ZIOITYCK K TOCY-
JapCcTBeHHOU TaitHe. OTMIAABIBAsCH BOKPYT, OHU BUJETU MHOTO
3HaKOMBIX JIUII: TeHepajbHbIe IUPEKTOPA WIN UX TIPECTaBUTENH,
pabotasinue B 12 KpyIHENITHX aMEPUKAHCKUX KOPIIOPAIUAX —
noapAgurkax MunuctepctBa oboponsl CIIIA: Lockheed Martin,
Raytheon, General Dynamics, Boeing, Northrop Grumman u zp.
OTU KOMITaHUWH, TI0 TTPaBy CUNUTAIOIIMECA BEAYIINMU B CBOMX OTpac-
JIIX, JECATWIETHSAMU CO3/[aBaIi aMEPUKAHCKYI0 BOEHHYIO Malllu-
Hy. Kakotii 661 HU ObUTa IPUYKHA, TIO KOTOPOU UX COOpaU B TAKOM
crielnike B mtab-kBapTrpe MUHUCTEPCTBA OOOPOHBI TEM JIETHUM
aHeM 2007 T., BpsA JIX 9TO OBUIM XOPOIIIe HOBOCTH.
PyKoBOAUTENN KOMIIAHUHN cOOGpasvch BHYTPU «IIOMEIIEHUS
a1 paboTsl ¢ KoHbUAeHIMaNbHON WHbopManueii» (SCIF) —
CHeIUaNTbHON KOMHAThI, HEAOCATAEMOU IS TOACTYIINBAIOIIAX
ycTpoicTB. [IpurnacuBIive MX HaYa U TaK Ha3bIBaeMblii O6pudUHT
006 yrpo3ax, ¥ 3T0 ObLTIO OOBIYHOM IPAKTUKOM, TOCKOJIBKY BOEHHBIE
YMHOBHUKU PETrY/SIPHO 00CYKJATH C PYKOBOAUTENLIMH OOOPOHHBIX
MIPeANPUSATHI CYIIECTBYOIME YTPO3bl HAIIMOHAIBHOMN 6€30macHo-
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ctu. OgHAKO 3TOT 6pUHT OBUT TOCBAIIEH yrpo3aM 6e30IIacHOCTH
KOPITOPaTHUBHOM. A eCJIi KOHKPETHO, TO PEYH IIIa O TEX IPEAIPHI-
THSX, PYKOBOAUTEIN KOTOPBIX COOPAIKCh B 3TOM KOMHATE.

BoeHHBIE CHEIUANNCTH, 3aHUMABIINECS PACCIeOBaHUEM yTe-
yek nHopManuu no npoekty F-35, pacckasaay o TOM, YTO OHU
BBLICHWIN. KOMITBIOTEpHEBIE CeTH KaXKI0H U3 KOMIaHUN ObLTH MOA-
BEPrHYTHl MAaCCPOBAHHOM IIMTMOHCKON aTake. [IIMMOHOB UHTEpe-
coBaJjia He TOJIbKO MHpOpMAIus 1o npoeKTty F-35; oHu yKpasu BCio
CEKPETHYIO BOEHHYIO MHPOPMAIHUIO, KAKyIO TOJIBKO CMOTJIA HANTH.
IImroHaM yzAasoch MPEOAONETh cIabble CpeCTBA AIEKTPOHHOM
3alIUTHI ¥ CKOTIMPOBATh CEKPETHBIE JAHHBIE HAa CBOU cepBephl. OHN
OTIPaBJUIA COTPYAHUKAM, pabOTaBIIMM HaJ CEKPETHBIMHU IPO-
eKkTamMu, 6e306uHbIE, HA TIEPBBIN B3IV, SJI€KTPOHHBIE MUChMA,
KOTOpHIe BHITVIAZIENN TaK, KaK 6y/ITO MIPUTILTH U3 HaIEXXHBIX UCTOY-
HUKOB BHYTpU KoMImaHuM. Korza aZipecaTt OTKphIBaJ TaKOe IMHCh-
MO, Ha €ero KOMITbIOTEPE YCTAaHABIUBAICA O3KAODP™, MO3BOJISBIIMHI
KUTaMUIaM OTCIEXKMUBATh KAXK/0€ HAXKATHe KJIaBUIIY HA KJIaBUATY-
Pe, KQXKBIH MOCEIeHHBIN CalT, KaXXAbIH aiii, CKauaHHBIN, CO3-
JQHHBIN WIN OTIIPABJIEHHBIN 110 3JIeKTPOHHOM mmouTe. CeTH azpe-
CaTOB OKAa3bIBAJIMICh B3JIOMAHBI, 3 X KOMITBIOTEPHI HAXOJUIVChH
107 TIOJTHBIM KOHTpPOJieM. TOBOPSI S3bIKOM XaKepOB, BOEHHO-IIPO-
MBINIEHHBIM KOMIUIEKC AMepHUKY TTIOUMEeJTH.

A TeM BpeMeHeM LIMHOHBI MPOAOIKAMU MPOHUKATh B CETHU
3TUX KOMIAHUU U JOOBIBATh CEKPETHYI0 MHGOPMAIIUIO U TIepe-
XBaTHIBATh COOOIIEHUS COTPYZHUKOB. BO3MOXKHO, OHU U ceiyac
MIPOCMAaTPUBAJU YaCTHBIE JIEKTPOHHBIE MHUChbMa PYKOBOJAUTE-
JIell KoMnaHui. «MHOTHe JIIOAU IToceeN, BEIHASA U3 3TOM KOMHa-
ThI», — paccka3zain xeriMc JIbIovc, U3BECTHBIN KCIEPT B 00ia-
ctu nHGOpPMAIMOHHOM 6e3omacHOCTH U3 LleHTpa cTpaTeruye-
CKUX Y MEXAYHAPOAHBIX UCCIETOBAHUNA — «MO3TOBOTO I[EHTPa»
B BammmHIrTOHE, KOTOPOMY U3BECTHBI IOAPOOHOCTH TOU BCTPEYH.

* Bakgop (ot aHmi. backdoor — «4epHBIN X07») — Ja3elika B KOJe, KOTOPYIO
ocTaBJsieT pa3paboTyuK, A yAaJIeHHOTO MaHUITyIMpOBaHus pa3paboraHHeIM uM 10,
OBBIYHO B CTy4ae HEYILIATHI 32 paGOTHI 3aKa39MKOM. — [Ipum. nep.
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KoMnauuu okasanuch caabbIM 3B€HOM B L€y obecredeHusd
6e3omacHocTH mpoekTa. [IpeacTaBuTenu [leHTaroHa coob6IUIN
PYKOBOJIUTEJIAM, YTO OTBET Ha Kpa’Ky BOEHHBIX CEKPETOB SIBJIS-
eTCsI HEeOT/JIOXKHBIM BOIIPOCOM HAaIlMOHAJbHONM 6e30MacHOCTH.
A JyiA caMUX KOMITaHUM — BOMPOCOM BBDKMBaHUA. VX GusHec
3aBHCHT OT JIEHET, [TOJIy9aeMbIX OT IIPOJA’KH CaMOJIETOB, TAHKOB,
CIIyTHHUKOB, KopabJieii, TOABOAHBIX JIOZOK, KOMIIBIOTEPHBIX CHCTEM
Y BCEX TMPOYNX TEXHUYECKUX U aIMUHUCTPATUBHBIX YCIYT, OKa3bl-
BaeMbIX delepaJbHbIM BIacTsIM. BoeHHbIE Iau sICHO MIOHATD: €C/IU
MOAPAAYNKH XOTST MPOAOJLKUTL CBOIO paboTy B aToM cdepe, UM
MIPUAETCS TOTPYAUTHCS U 06eceuynuTh 6e30MacHOCTh B CBOUX KOM-
MaHUAX.

OaHaKo 3aHUMAaThCs STUM OHU OYAYT HE B OMUHOYECTBE.

IMocie aToit Becrpeun MUHMCTEPCTBO 0OOPOHEI CTAJIO MPeAOCTaB-
JIATh KOMITaHUAM HHpOpMAIHI0 0 KMOEpPIIINOHAaX U XaKepax,
3a ZIeCTBUAMM KOTODBIX HabIIofamu aMepUuKaHCKUe pa3Be/bl-
BaTeJNbHBIE Cy:KObl. Ha TOoT MOMeHT B IleHTaroHe oTC/IeXKHBa-
JIX OKOJIO JITOKVHBI IITTHOHCKUX Ollepaliiii, IPOBOAUMBIX pa3HbI-
MY TPYIIAMU XaKePOB. DTU TPYIIBI MOXKHO KJIACCUPUIIMPOBATD
[I0 UX UHTEpecy K onpe/eleHHBIM BOEHHBIM TeXHOJIOTHUAM, OCO-
OEHHOCTSAM TIPOBEZIEHUsS BOEHHBIX ONepaluii, CTPYKType BOEH-
HBIX OpraHU3alWi U BOEHHBIM NOAPAAYNKaM. OTa WHOPMAIA
006 MHOCTPaHHBIX IITTMOHAX ObUIA PE3YIBTaTOM PabOTH aMepUKaH-
CKOW pa3BeAKU U cobupasach ¢ IOMOIIbIO OTCAEXXUBAHUA U U3Y-
YeHUA IONBITOK IPOHUKHOBEHUS B KOMIIbIOTePHBIE CETH BOEHHBIX
OpraHU3allUii, a KpOMe TOro, IyTeM B3JI0Ma KOMIIbIOTEPOB U KOM-
MIbIOTEPHBIX ceTeli BparoB AMepuku. PaszBecmyk6nl CIIIA Takke
aHaTU3UPOBAIU OTPOMHBIN 06beM Tpaduka B II0OATBHBIX Tele-
KOMMYHUKaIIMOHHBIX CeTSX B IOMCKaX BUPYCOB, CETEBBIX Uep-
Bel* U pyrUX BPeJOHOCHBIX KOMIIbIOTEPHBIX ITporpaMm. Hukor-
Zia paublie Biaactu CIIIA He AeTWINCh TAKUM KOJTMYeCTBOM CEKpeT-
HOM MHpOPMAIMH C YaCTHBIMU JULIaMU. 3a6oTa 0 6e301acHOCTH

* BpeZOHOCHBIE IPOTPAaMMEI, 00/IaZaloliye CIOCOGHOCTBIO K CAMOCTOATENPHOMY
pacnpocTpaHeHHIO Yepe3 KOMIbIOTEPHbIE ceTH. — IIpum. nep.

Kynutb KHUry Ha canTte kniga.biz.ua >>>



https://kniga.biz.ua/book/gifts/-1/5776/?utm_source=site&utm_medium=pdf&utm_content=5776

Mponor | 21

HallU¥ UCTOPUYECKU OBUIa IIpeporaTuBoi BracTeid. OgHAKO ceii-
9Jac NMpaBUTEIbCTBO U MpeACTABUTENN UHAYCTpUN chOpPMUPOBaA-
JIA COI03, YTOOBI TPOTUBOCTOATh 00IIell omacHocTU. [leHTaroH
repejaa KOMIaHusaM uHbopmMariuio 06 IP-azpecax KOMIIbIOTEPOB
Y CEPBEPOB, Ha KOTOPBIX, IPEAIIOIOKUTENbHO, THOCTPAHHEIE areH-
THI XpaHWIU YKpaZleHHbIe JaHHbIe, a TaKXKe ajipeca 3JeKTPOHHOM
TIOYTHI, C KOTOPBIX OCYIIECTBIISTIACh PACCHUIKA THMCEM-TOBYIIEK,
cozep KalliX BUPYCHI WIX IITUOHCKOE IPOrpaMMHOe obecrieueHre
(T1IO). IlpaBUTENIBCTBEHHBIE aHAMTUKY co0bIIanm 060 Bcex oOHa-
PY’KEHHBIX HOBEHNIIINX CPEICTBAX U METO/IaX, KOTOPBIMHU ITOJIb30Ba-
JIVCh MHOCTPAHHBIE XaKePEHI IJIs1 B3JIoOMa CBOMX Liesieii. Kpome Toro,
OHMU TIpeAyTpexXAaTr KOMIIAaHIU O TeX BHZAAX BpeAoHocHOro 10,
C TIOMOII[BI0 KOTOPOT'O XaKephl BHE/IPSTNCH B KOMITBIOTEPHI K BOPO-
Basu ¢aitbl. BoopyKeHHBIE STUMH OCHOBHBIMU IAHHBIMU — TaK
Ha3bIBa€MBIMM UJEHTUGHUKATOPAMH yTPO3bl, KOMIIAHUHU JOJI?KHBI
OBUTM YCWINTH CBOU CPEJICTBA 3alIUTHI, CKOHI[EHTPUPOBATh CBOE
BHUMaHMe Ha MPOTUBOJEUCTBUY B3JIOMIIUKAM U HE JIOMYCTUTD,
9TOOBI X KOMITBIOTEPHBIE CETH CHOBA IIOABEPIVIHCH OMACHOCTH.
VimeHTHOUKATOPHI YTPO3BI OTPEAESITUCH CIIEIUATUCTaMU ATEHT-
CTBa HallMOHAIBbHOM 6e3omacHocTy (AHB) — kpymHeliieli nmpaBu-
TeJbCTBEHHOU pa3Be/bIBaTebHON cIy:k60ii. Ee mobanbHast ceTb
HabroZieHNsA cobUpaeT ZaHHBIE C I€CATKOB THICSY KOMITBIOTEPOB,
KOTOpBIe OBLTH B3JIOMaHBI U 3apaXKeHbI MMUOHCKUM [10 crerua-
suctamu camoii AHB, MoYTH Tak ke, KaK KUTalCKUMHU IITITHOHA-
MU OBLTH B3JIOMaHbl KOMITBIOTEPbI 0OOPOHHBIX KOMITaHu. MH}Op-
maius, cobpannas AHB, caMbIM ITOJIHBIM 06pa3oM pacKphbIBaeT
BO3MOXKHOCTH, IUIAHBI M1 HAMEPEHUA BparoB AMepUKH, a IIOTOMY
ABJIIeTCA CBepXCeKpeTHOMU. 1 BOT Tenephb NpaBUTENbCTBO JEIUT-
cs1 9ToM uHbopMalLel ¢ KOMIAHUAMMU IIPH YCIOBUY COOTIOAEHHUA
CaMBIX CTPOTHX IIPAaBIJI CEKPEeTHOCTH. IloIyqaTeny 3TUX CBeZleHNi
He JI0JDKHBI ObUTH PACKPHIBATD, YTO UM IepeiaHbl HAeHTUDHUKATO-
PBI YTPO3BI, a KPOME TOTO, JOJIKHBI OBLIH co001IaTh [leHTarony 060
BCEX IOMBITKAX MPOHUKHOBEHUS B CBOM KOMITBIOTEPHBIE CETH.
[Tporpammy mepezaudl pa3BeJaHHBIX OO0POHHBIM IPeAINpU-
ATUAM Ha3Balu «/HUIIMATUBOW OGOPOHHON MPOMBINLIEHHOCTH»
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(Defense Industrial Base Initiative), 1 cHadaja oHa OXBaThIBaIa
Bcero 12 KOMITaHUM, PYKOBOAUTENEN KOTOPHIX cOOpaiyd Ha TOM
6pudunre B [TeHTarone. OIHAKO y2Ke Yepes o/l YKC/I0 YIaCTHUKOB
yBennuwiochk A0 30. Cerogusa ux okoso 100. B mianax [lerTarona
TIPUTJIAIIATE B 3TOT CEKPETHHIN KJTyD, M3BECTHBIN CBOUM YYaCTHU-
Kam Kak DIB, mo 250 HOBBIX YIEHOB €>XKer0/lHO.

[Ipu 3TOM BJIACTU XOTAT 3aIMUTUTH HE TOJIbKO BOEHHBIX IOJ-
paguukoB. OHU paccMmaTpuBaioT DIB kak Mogesnb 3allUuTHEL BCeX
oTpacjeil NMPOMBIILIEHHOCTH, HAaUUHAA C TeJeKOMMYHUKaUUMl
1 SHEpPreTMKW W 3aKaH4YMWBas 3JpaBoOXpaHeHUeM U OaHKOB-
CKHUM CEKTOPOM, — JiF060T0 6usHeca, CUCTEMbI UM QYHKIIUU, T/ie
KCHOJIb3YIOTCA KOMIIbIOTEPHEIE CETU. B ceroAHAIIHNX peainuax 3TO
MpaKTUYecKy Bce chephl AesaTeabHocTH. MHunuatuea DIB crana
HayaJoM HaMHOTO 6oJjiee NTUPOKOTO U BCe ellle pa3BUBAIOIIErocs
COI03a MeK/ly BJIaCThIO U UHAYCTpUeN.

PyKOBOZUTENU Pa3BeACay:K0, BRICIITHE apMeicKUe YUHBI, U caM
Mpe3u/IeHT TOBOPSIT, YTO IOCIeCTBUA ellle OHOM cepbe3HOoM Tep-
POPUCTHUYECKO!N aTaKu Ha AMEpPUKY MOTYT IIOMEPKHYTD IO CPaB-
HEHUIO C XaOCOM W TAHUKOUW, KOTOPblE BO3HUKHYT B Pe3y/IbTa-
Te AeHCTBUM peInTeNbHON U 3T0HAMepPeHHOM T'PYIIIBI XaKepoB.
BmecTo Toro 4ToOhl yKpacTh HGOPMAIHI0, OHU MOI'YT YHUYTO-
KUTh CaM KOMIBIOTED, BEIBECTU U3 CTPOS KOMMYHHUKAIIMOHHEIE
CEeTH WJIU OTKJIIOYUTHh aBUAZUCIIETIYEPCKUE CUCTEMBI, YIIPaBJIs-
IoIllMie BO3AYIIHBIM ABMKeHrneM. OHU MOTYT B3JIOMaTh ITOAKJIIO-
4yeHHBIE K VIHTepHEeTY yCTPOMCTBA, KOTOPHIE PETYINPYIOT IIOTOKHU
AJIEKTPO3HEPTUH, U TIOT'PY3UTh BO ThMY IieJble Topoja. Viu mpo-
BECTU aTaKy Ha camy MHPOPMAaIUIO, YHUYTOKUB WIN MIOBPEAUB
JaHHbIle 0 GMHAHCOBBIX CYETaX M CIIPOBOIIMPOBAB ITAHUKY B Mac-
mrabe CTpaHHI.

B okTs6pe 2012 r. MmunucTp ob6opoHsl CIITA Jleon ITaHerTa
BBICTYIIWJI C ITpeAynpexaeHreM, 4to CoeuHeHHBIM IIITaTam rpo3uTt
«27IeKTpOHHBIH [Tep-Xapbop — aTaka, KoTopas puBeseT K GU3-
YeCKUM pa3pylIeHUsIM U CMepTAM, KOTopas Iapaau3yeT U IToBep-
THET HAI[HIO B IIIOK, CO3JacT abCOIOTHO HOBOE CHJIBHOE YyBCTBO
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YS3BUMOCTU M HE3AIUIIEHHOCTU». [IAThIO MecAllaMu paHee Tpe-
3uzieHT bapak Obama B peZlaKIITMOHHON CTaThe HAIKCAJI, YTO BOM-
HBI OyAyIIero OyayT BECTHCh B PEXXMMeE OHJIANH, KOTZja «HEelpUsi-
TeJIb, HECIIOCOOHBIN COBIAZATH C HAIllel BOEHHOM MOIIBIO Ha II0JIe
Cpa)keHUdA, CMOXXeT BOCII0/Ib30BAThCA YA3BUMOCTAMH HAIIUX KOM-
MIBIOTEPHBIX CUCTEM 37eCh, y Hac foMa». Obama HapuCcoBas yxka-
CaIoIIyI0 U, BO3MOXKHO, TUIIEPOOTU3UPOBAHHYIO KapTUHY. OZHAKO
BBIOpaHHBIN UM PUTOPUYECKUI IPHUEM OTpakasl Te OeCIIOKOHNCTBO
1 03a009YeHHOCTh, KOTOPEIE OXBATHIBAIOT BBICIINX Mpe/CTaBUTE-
JIei BjlacTH 1 OM3Heca U CBA3aHBI C TEM, YTO KMOEPIIPOCTPAHCTBO,
naroniee 6e3rpaHUYHbIe HAZIEKABI Ha yIydIlleHUe XXU3HU JIoZel,
CTAaHOBUTCSA ellle M HauboJiee He3aMUIIEHHEIM MECTOM, B KOTO-
POM IIPUCYTCTBYIOT HeUeTKHe U TPYAHOOIIpeJeIrMble YTPO3HL.
«Pa3pyleHre XU3HEeHHO BaXKHOW GAHKOBCKOI CHUCTEMBI MOXKET
CIpoBOLMPOBaTh GUHAHCOBHIN Kpusuc, — mucan Obama. —
ITpo6yieMBbl ¢ MUTheBOL BOAOM WK ¢ GYHKIIOHUPOBAaHUEM 0OJIb-
HUI[ MOTYT CO37IaTh KPUTHUYECKYIO CUTYallMI0 B HAI[MOHAJTHLHOM
3ZlpaBOOXpaHeHUM. A, KaK MBI BHU/eIU BO BpeMs IIPOILIbIX aBa-
PUMHBIX OTKJIIOYEHUH 3JIeKTPOCTAHIINM, ITepeboU dIeKTPOsHED-
AU MOTYT IPUBECTH K MTOJIHOM OCTAaHOBKE /IeJIOBON aKTUBHOCTH
B ropoZiax U lLieJIbIX perruoHax crpaHbl». JJupexktop ®BP [xeitmc
KoM 3as1BWJI, YTO OMACHOCTb KHbOepaTak U POCT KUOEPIPeCTyTI-
HOCTH, BKJTIOYas MIMMUOHAXK U pUHAHCOBBIE adephl, CTaHyT Hanbo-
Jiee BXKHBIMH yI'PO3aMU HaI[MOHATBHOU 6€30I1aCHOCTH B CIIeAyIO-
meM ZlecATWIeTUH. 3a Iocjle/iHYe IBa rojja BO3MOXXHOCTb paspy-
IIUTETbHBIX KOepaTak BO3IaBUIa CIIMCOK «ITI0OAIBHBIX YIPO3»,
KOTOPBIH cocTaBiAeTcA IPY y4acTUM Bcex 17 aMepuKaHCKUX pas-
BeZBIBATENbHBIX CIIYXKO I OTYEeTa Iepes KOHIPECCOM. 3alluTa
KrbepIipocTpaHCTBa CTajla [IaBHBIM IIPHOPUTETOM Haibesorac-
HocTu A4 Baacreii CIIIA, TOCKOAbKY OHIalH-aTaKy MOT'YT UMeTh
Pa3pyIIUTENbHBIN 0daiiH-3PEeKT.

W a3TO ellle BIacTH He pacKpBIBAIOT BCell mpaBAabl. YMHOBHU-
KU OBICTPHI B M300payKeHNH I'PAKJAH )KepPTBAMH, CTPAZAOIIUMUA
oT becrpephIBHBIX IIPOMCKOB HEBUANMOTrO Bpara. OZ[HaKo BOeHHEIE
U pasBegbpiBaTenbHble BegoMcTBa CIIIA, 3a4acTyio B cOTpyAgHUYe-
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CTBE C aMEPUKAHCKUMHU KOPIIOPAIUSIMU, CAMU BBICTYTIAIOT YYTh JIA
He KaK caMble arpecCUBHBIE ZIeMCTBYIONIHE JINUIa B KHOEPITPOCTPaH-
ctBe. CoeamHeHHbIe IIITaThl — OZIHA U3 HEMHOTHUX CTPaH, rocyZap-
CTBEHHAs MOJUTHUKA KOTOPHIX pacCMaTPUBAET KMOEPIPOCTPAaHCTBO
Kak mosie 605, a TOTOMY HalpaBieHa Ha MOJHbIM KOHTPOJIb 3TOH
ceprl IpU HAJIMYUU CPEJCTB U BO3MOXKHOCTEN Ha OCYIIECTBIIE-
HIie 9TOr0 KOHTPOJIsA. Bostee fecaTu ieT KubepIimuoHask ObUT €1H-
CTBeHHBIM Haunbosiee 3GpPeKTUBHBIM crtocoboM cbopa nHdpopma-
I[UY O TIPOTUBHUKAX CTPAHBI KaK 3a pybexoM, Tak U JoMa. Arpec-
cuBHbIe AeticTBus CoeuHeHHBIX [1ITaTOB B KHOEPITPOCTPAHCTBE
KOpPEHHBIM 06pa3oM U3MeHsAI0T IHTepHET, U He BCersa B JIyYIyio
CTOPOHY. B cBoeM pBeHMH 3alTUTUTh KMOEPIIPOCTPAHCTBO TTPaBU-
TEJBCTBO B COTPYAHUYECTBE C KOPIMOPAIUAMHU JIE€AET €TI0 TOTBKO
6osiee yA3BUMBIM.

UcTtopusda o Tom, kak CoeguHeHHbIe [IITaTel OCO3HANMU BaXXHOCTh
BOIpoca 6e30macHOCTH KUOepIpOCTPaHCTBA, HAUMHAETCS C TIOMbI-
TOK T'OCYyZIapCTBa B3STh 3Ty cepy Mo CBOM KOHTPOJIb, UCIIOIb30-
BaTh ee OZIHOBPEMEHHO 1 KaK OpYyXHe, ¥ KaK CPeZICTBO IIITHOHaXa.
Tenepb BOEHHBIE HA3bIBAIOT KUOEPIPOCTPAHCTBO «IATHIM Tea-
TPOM» OOEBBIX JEUCTBUI M CUUTAIOT AOCTIKEHHE TTPEBOCXOJCTBA
Ha 3TOM TeaTpe HeOOXOAWMBIM JJIf BHITIOJHEHUS MUCCUH, TOYHO
TakK JkKe, KaK ¥ Ha YeThIpeX JpYTUX: Ccyllle, MOpe, BO3AYIIHOM U KOC-
MUYeCKOM IpocTpaHcTBax. CoesuHeHHbIe 1IITaTh yKe BKIIOUWIN
KnbepaTaky B TPaJAUIMOHHOE TIOHSATHE BOEHHBIX IEICTBUH U IIPH-
MEHSUTH X U1 BEIBOZIA U3 CTPOS MHGPACTPYKTYPHI B APYTUX CTpa-
HaxX — Te caMble BpeZIOHOCHBIE IeCTBUS, KOTOPHIX aMepHUKaHCKUe
BJIACTH OIAaCcalOTCA B COOCTBEHHOU CTpaHe U /I MPeOTBpalleHUsA
KOTOPBIX JIOJKHBI IPUHUMATBCSA cCaMble SKCTPaopAUHAPHBIE MEPHI.
Bo BceM cIieKTpe BOEHHHKIX ZieficTBUi B kubeprpocTpaHcTBe CIITA
BBIOpaJIM arpeCCUBHYIO CTOPOHY.

AMepHKaHCKHWe apMHUA U Pa3BeCay:KObl BRIPALIUBAIOT HOBOE
MOKOJIeHWe KUOEePBOMHOB, OOYYEHHBIX OTCIEKUBATH KOMITHIO-
TepHBbIE CUCTEMBI MHOCTPaHHBIX IPOTUBHUKOB, B3JIJaMbIBaTh HX,
a Mpy HeOOXOUMOCTH OTKJIIOYATh M BHIBOAUTD U3 CTPOs. Y TOHS-
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TUST «KHOepBOiiHa», KaK U «KMOEPIPOCTPAHCTBO», HET TOYHO-
ro onpezenenus. OJHAKO ero UCIOJAb3YIOT JJIs1 ONMUCAHUA LIeJI0-
ro psZla HAaCTyIaTeTbHBIX, aTAKYIOIINX AeHcTBUA. Kak 06BIYHBIN
MIMTUOHAX ABJAETCA HEOTIETUMOU YaCcThIO TPAAUIIMOHHON BOWHEI,
TaK ¥ KHb6epIImuoHak HeoOX0ZMM Kak TIpeZiIBApUTENbHOE YCIOBHE
JJI aTaKyd Ha KOMIIBIOTEPHYIO CUCTEMY. B mmoATBepkeHNe 3TOMY
MOXKHO cKazaTb, uTo CIIIA moTpaTWIu ropasao 6oJibliie BpeMeHH
U ZieHeT Ha KOMIIbIOTEPHBIHM NMIMTUOHAXK U MOXUIeHue UHpopMa-
LIMY, YeM Ha BBIBOJ, U3 CTPOSI KIIIOUEBBIX 00BEKTOB HHPPACTPYKTY-
PBI ¥ YHUUTOXKEHHE GU3NIECKOTO 0O0PYA0BAHUS C TOMOIIBIO KOM-
TBIOTEPHBIX ceTel. XOTA M 3TUM 3aHUMAaKCh Toxe. U mosobHbIe
aTaky OyZyT cOBepLIaThCA BCe Yallle ¥ CTAaHYT Bce Oosee apdek-
THUBHBIMU. J[eiICTBUTENBHO, KUOEPBOHHA — COYETaHUE IIMHOHAXKa
U HaTllaJIeHus: — CTajia CPeJICTBOM JOCTIKEHUS BOEHHOM m06eibI
Awmepuku B Mpake B 2007 r., cpeCTBOM, HU pasy A0 KOHILIA He pac-
KPBITBIM U He TIOTyYUBIIUM JOJKHOM OIleHKU. BoeHHEbIe ITpH coziel-
CTBUU aMEPUKAHCKUX PasBeCayK0 MCIOIb30BaIN HACTYIIATEb-
Hble KubepMeToabl (IPYTUMU CIOBAMU, METOJBI KOMITBIOTEPHO-
r'O B3JIOMa, XaKWHT), YTOOBI BBICJIEXKUBATD JIIOJEN B GU3NIECKOM,
HEBUPTYaJTbHOM MUpe U 3aTeM 6paTh WX B IJIEH WU YHUYTOXKATD.

OfHako Kak 3alluTa KU6epIpoCTpaHCTBA He SBJISETCA MPepo-
raTUBOM BiacTel, Tak U BeZleHUe BOMHEBI B HEM TOXE CTAaHOBUTCA
JIeJIOM YaCTHBIX KOMITaHUM. PacTyias UHAyCTPUs TOPTOBIN KUbep-
OPY>KHEM U YaCTHBIE CITETICTYKOBI (CITy?K0 6€301acHOCTH) TIpezJia-
ralT CBOU TOBaphl U YCJIYTH KaK IPaBUTEIbCTBEHHBIM OpraHH3a-
1AM, TaK ¥ KOPIIOPAIIUsAM, KOTOPhIE He YKeJaloT OoJIbIile TePIeTh
Heoc/TabeBaloMUH MIMHUOHAXK U HE XOTAT MoABepraTh ce6sS pUCKy
kubeparak. HarjoHabHbIe apMUU HEM30€KHO CTOKHYThHCS APYyT
¢ IpyroM Ha KrbepHeTHYecKoM Iojie 60s. Ho Tam ke BCTpeTATCA
U KOPITOPaTHUBHBIE apMUH.

Biactu feHCTBYIOT B KHOEPIPOCTPAHCTBE HE B OJUHOYKY.
3amuTa KOMIIBIOTEPHBIX CETEH, MpoBeZieHe KubepaTak B 3TUX
ceTax TPebyIOT ydyacTusa 4aCTHOTO CEKTopa, He Bcerga Ao6po-
BoJIbHOTO. TlozaBistoInee GONBIIMHCTBO KOMITBIOTEPHBIX CETEH
B CoeauHenHbIX IllTaTax MMeIOT YacTHBIX BiajesblieB. BiacTtu

Kynutb KHUry Ha canTte kniga.biz.ua >>>



https://kniga.biz.ua/book/gifts/-1/5776/?utm_source=site&utm_medium=pdf&utm_content=5776

26 | KWBEPBOWMH@

He MMEIOT BO3MOXXHOCTH 3al[UTUTh WIKW HabIIoJaTh 3a BCEMU
cersiMu. OpHaKO OOJbINAS YaCTh MUPOBHIX IMGPOBBIX KOMMYHHU-
Kali IpOXOAUT Yepe3 o6opyZoBaHue, pacionokeHHoe B Coenu-
HeHHbIX [lITaTax. BiacTu 0671a7a10T TPUBUIETUPOBAHHBIM TIOJIO-
JKeHUEM TIPY WCIIONb30BAHUU ITUX CETEU M MTOTOMY KpaliHe HYX-
JaroTes B ux 3amuTe. C 3TOH IebI0 U BO3HUK «BOEHHO-CETEBOM»
KOMILTEKC.

Kak ¥ BOeHHO-IPOMBINIIEHHBIM KOMILIEKC paHee, 3TO HOBOE
o0beMHEeHNE BKIIIOYAET IIPOM3BOAUTENIE TAHKOB U CAMOJIETOB,
pakeT U CyTHUKOB. Ho, KpoMe TOTro, B HET'O BXOJAT TEXHOJIOTHU-
YecKue TUTaHThl, (UHAHCOBBIE OPraHU3aIUU U TEIEKOMMYHHUKA-
IIMOHHBIE KoMmnaHuu. Biactu CoearHeHHBIX [1ITaTOB 3apy4YrMIUCh
MOAZIEPKKOM KOMITaHUM, YOeAIN UX HHOI/A JIECTbIO M 0OGMaHOM,
a MHOT/Ia U CUJIOH OKAa3bIBaTh TIOMOIIIb B MPEAOTBPAIeHUH TIOIbI-
TOK MHOCTPAHHBIX WM MECTHBIX HeZoOpoKenaTenel uccieno-
BaTh aMepPUKAHCKUE DJIEKTPOCETH U APYTUe KPUTHYECKHE 00BbeK-
ThI THPPACTPYKTYPHI B TIOMCKAX yI3BUMBIX MecT. AHB coBMecTHO
C BHIIAIOIIMMUCA TEXHOJIOTMIECKUMY KOMITAHUSAMH, B TOM YHCIIE
¢ Google, 6p1TH pa3paboTaHbl CEKPETHBIE MEPOIIPUATHSA IT0 MOHH-
TOPUHTY YaCTHBIX ceTel Ha TIpe/IMeT pasIudHbIX yrpo3. AHB nepe-
[laBaJIo CEKpeTHYI0 MHGOPMAIUI0 BeAylIuM OaHKaM U pUHAHCO-
BBIM OpPraHU3aLMAM JJI TOTO, YTOOBI n3bexaTh KaTacTpodude-
CKOM KmbepaTaky Ha YOJUI-CTPUT.

BmMecTe ¢ TeM BJIACTU MOIBITAIMCH 3aCTaBUTh HEKOTOPBIE KOM-
naHuu Mo3BoanuTh AHB pasmecTuTh KOHTPOJIBEHOE 000pYyZOBaHUE
B CBOUX CeTAX. TeXHOJIOTMYEeCKUM KOMITaHUSIM 3aIlIaTHUIN 3a TO,
YTOOBI OHU YCTAHOBWIM OIK/OPEI B CBOU MPOAYKTHI, C TIOMOIIBIO
KOTOPBIX BJIACTHA MOTJIH OBl CJIEJUTh 32 UHOCTPAHHBIMU pa3Beji-
cny:k6aMy ¥ KOHTPOJIMPOBAaTh AeicTBUA UX apMmuii. Kpome Toro,
3TU CEKPETHBIE TOYKU [JOCTYIIA TIO3BOJIAIOT BOEHHBIM IPOBO/JUTD
kubepaTakd B MHOCTPAHHBIX rocyzapcrtBax. bes corpyzauue-
ctBa ¢ komnanuaMu CoeguHeHHble IlITaThl He cMoriu ObI cpa-
»)KaTbcs B KUOepBOiHaX. B 3TOM cMbICIie HOBBI BOEHHO-CETE-
BOM KOMILIEKC UTPAET TY K€ POJib, KOTOPYIO PaHbIIlE UT'PAJ BOEH-
HO-TIPOMBINIEHHBIA. [IpaBUTENbCTBA HE CpAXKAIOTCA B BOMHAX
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camu 1o ce6e. OHU PaCCYUTHIBAIOT HA KOMITAHUH, KOTOPHIE CO3/1a-
IOT OpYy»KHe, IIepeBO3AT U KOPMAT BOMCKa, CTPOST U PEMOHTHUPY-
10T caMoJIeThl, KOpabsu u cyTHUKU. CoeauHenHble [IITaTh cTa-
JI CaMOM T'PO3HOM BOEHHOM JepKaBoi B MUPOBOM HucTOpUH 6Jia-
rozaps B3aMMOBBITOJHOMY COTPYAHUYECTBY C KOPIOPAIUAMU.
Yl Teniepb BiacTy OBUIM HalleJleHBI TIOBTOPUTH YCIIeX B KHOepIpo-
CTpaHCTBe.

CIIIA 6BICTPO HAPAIIMBAIOT CBOU BO3MOXXHOCTH JJIsI IOMUHUPOBA-
HUS B KubeprpocTtpaHcTBe. B 2014 1. mpaBUTENBCTBO MOTPATHIO
6onee $13 mupg Ha mporpaMMbl Knbepbe3omacHOCTH — B OCHOB-
HOM /IS 3aIIUTHl KOMIBIOTEPOB M CETEW B rOCyAapCTBEHHBIX
VUpEeXRAEHUAX U A1 0OMeHAa ¢ YaCTHBIMU KOMIAHUAMU UHGOP-
Maruel o6 yrpo3ax, MoJy4YeHHOU B pe3y/bTaTe pPa3BebIBaTeNb-
HBIX omepanuii. [l cpaBHEHUSA CTOUT YIOMSAHYTh, YTO PacXo-
[Ibl 3@ TOT JKe ToZ Ha 60phOy ¢ M3MeHeHHEM KJIuMMaTa, KOTOPOe,
Mo cytoBaM npe3uieHTa O6aMbl, ABISETCSI «COBPEMEHHOM II06ab-
HOU yrpo3soii», coctaBwiu $11,6 Mmiupza. B TedueHUe CIeAyIONTUX
MIATH JIET OAHO TOJBKO MUHUCTEPCTBO OGOPOHEI 3aIIAHUPOBAJIO
MOTPaTUTh $26 MJIpJ Ha TEXHOJOTUU KUOEPHETUYECKOM 3aIUThI
" HamaZieHusA. TudopMaliusa o ToM, KaKoi UMeHHO 060heM CPeJCTB
CoeznunenHsble [IITaThl ITAHUPYIOT IIOTPATUTh HA HACTYIIATENbHYIO
KOMIIOHEHTY, IBJIIETCS 3aceKpevueHHor. OfHAKO TPaHUIIA MEXAY
060poHO# 1 HaTlaZieHHEM B KUOEPITPOCTPaHCTBE Kpalie pa3MbITa
U TIOCTOSTHHO cBuraetcs. Ta ke mHOpacTpyKTypa, KoTopas 6bi1a
co3JaHa /Iy 3alIUTHI ceTel, MOXKET OBITh UCIIONb30BaHa /i MPOo-
BefleHus arak. OduiipanbHbie JUIA TPEATOYUTAIOT MTyOIUIHO
roBopuThH 06 060POHE, OCHOBBIBASICh HA CTPATETNIECKOM U IIMTHIY-
HOM pacyeTe: Topas/io Mpolle BHIOUTh GOH/BI U MOTUTUIECKYTO
MOAIEPXKKY Ha OTpakeHue arpeccuy MPOTUBHUKA, YeM Ha Co37a-
HHe KnbepapMuM Ui IPOBEJEHUSA aTaK U OCYIIeCTBIEHHUs IIITH-
OHCKOM /IeATeThHOCTH B IPYTUX CTpaHaX. M TeM He MeHee UMEHHO
atuM 3aHuMaroTcs CIIIA, pacxozys Ha CBOM HacTymaTeabHbIE Olle-
palyu 4acTh T€X MIWUIMAPAOB, KOTOPEIE GOPMaTbHO OBUIU BHIZE-
JIEHBI Ha «0O0POHY».
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B 6usHece B cdhepe Kkubepbe30macHOCTH TPOU3OIIET B3PHIBHOM
poct. KoMmmaHuu 1 4acTHBIE JIMIIA IO BCEMY MUPY TPaTAT OKOJIO
$67 Mmipz B ro Ha 3alllUTy CBOMX KOMIIBIOTEPOB U ceTeil. MHorue
3KCIIePTHI, paboTaroimye B 3Tol chepe, 00yIIIICh CBOEMY PEMeCITy
B BOEHHBIX VIV Pa3Be/IbIBATEIbHBIX OPraHU3aUAX. [leAiCTBUTENb-
Ho, [TeHTaroH crasn yue6Hoi 6a30ii /11 YaCTHBIX KHOepcTpakeH,
KOTOpBIE MOTYT JIETKO YABOUTD I JaXKe YTPOUTDH CBOU JOXOZH,
nepeigsa Ha paboTy B 4aCTHYIO KOMITAaHHIO, paboTaoLIyIo B coe-
pe 6e3onacHocTH. Te e caMble 000POHHBIE IIOAPAAUYNKY, KOTOPhIE
OZHAKZBI CTAJIH IIeJIBIO /111 KUOEPIIITHOHOB, Tellepb IIPe0CTaBIA-
IOT SKCIIEPTHHIE YCIYTH 110 3aIlUTe CEeTeH U BeZIEeHUIO BOMHEI B HUX
CBOUM KJIMEHTAM, B TOM YHCJIE SHEPTETUUYECKUM TPEATPUATUIM
¥ 6aHKaM — TeM CaMbIM KOMITAHUAM, 3aMIUTON KOTOPHIX BIACTH
03ab0TIINCH B IIEPBYIO OY€PEb.

Bopbba 3a KOHTPOJIb HaZ KUOEpPIPOCTPAHCTBOM OIpeAers-
€T aMepUKaHCKYIO HallMOHaJIbHYyI0 Oe3omacHocTh B XXI B. OznHa-
KO M3MeHeHUs JaHAmadTa KubepInpoCcTPaHCTBA, 00YCIOBIEHHEIE
OTBETHOU peakIvell Ha MOSABJIAIOIINECT YIPO3bl, MOTYT OKa3aTh-
¢ HAMHOTO CHJIbHee, YeM M3MeHeHUs, BhI3BAaHHbIE CAMUMU 3TH-
MU yrpo3aMu. PellieHus, KOTOpbIe CerOAHA IPUHUMAIOTCA IIpeJ-
CTaBUTEJSIMU BJIACTH U OU3Heca, OyAyT UMETh Cepbe3HbIE ITOCTIe] -
CTBUA He TOJIbKO JJI1 aMepUKaHIeB, HO U JJId Jiojel 1o BceMy
MUpY, 00'beZIMHEHHBIX I0BEPUEM K IIHPOKOMY, BCEOOBEMIIIOIEMY
Y 3a4acCTyI0 TPYAHO OIPEeZAeTNMOMY IIPOCTPAHCTBY, He SBJIAIOLIE-
Mycsl HU ITOJTHOCTBIO O6IIeOCTYIIHBIM, HU IPUHA/IEKAIINM OHOM
KOPITOPALNY WJIN IPaBUTeNbCTBY. CyllecTBOBaHUE YIPo3 B KHbOep-
IIPOCTPAHCTBe HeocrmopruMo. OTBET Ha 3TU YyTPO3bl — 3allyTaHHAs
Y 3a4acTyI0 pUCKOBaHHas 3a/laya, ¥ TeM He MeHee Bce Mbl KDOBHO
3aMHTEePECOBAHBI B €€ PellleHNH.
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MEPBASl KUBEPHETUYECKAS BOMHA

06 Cracuo He cobupaincsa uaTH B kubepcosngaTel. [Tocie
OKOHYaHMSA MIKO0JIbI CTacuo noctymwl B ByddanoBckuii yHU-
BEPCUTET, I/le MPOXOAWI OOyUeHe TI0 MpOorpaMMe CJIYKOBI
TOATOTOBKY 0uIlepoB pe3epBa. OH clienuaiu3upoBacsa B oba-
CTH MaTeMaTU4eCKON GU3UKU, U3y4as TOJOBOJIOMHYIO TEOPHIO
KBAaHTOBOU MeXaHUKU U AuddepeHINaNTbHBIX YPaBHEHUH B 4acT-
HBIX TIPOU3BOJHBIX. YHUBEPCUTET, 3aUHTEPECOBAHHBIHN B BBIMTYCKe
CTYZIEHTOB, IIPEKPACHO pa3OUpaIOIINXCS B CJIOKHBIX HayKaX, CAe-
JIaJl UCKJTIOYEeHNE U He CTas TpeboBaTh CTPOTO BBITOJHEHUS BCeH
y4ebOHOIi POrpaMMEI, B TOM YHCJIE IT0 aHIVINHCKOMY sI3bIKy. CTacuo
He HaIl¥caJa HU OJHOTO COYMHEHU 3a BCe BpeMsA 00y4eHHUs B KOJI-
JIeKe.
B ®oprt-/piouc (mtaT Bamuurron) Bo6 Cracuo mpubbLI
B 2004 1., Korza emy 6bu10 22 Toga. IllTabHO# oduliep pasBeaxru
TOJIBKO MEJIbKOM B3IVITHY/I Ha Pe3IoMe MJI/IIIero JJeNTeHaHTa, YBU-
JieJT, 9YTO OH MMEET CEPhE3HYIO TIOATOTOBKY 110 MaTeMaTHKe U GU3U-
Ke, ITocJIe yero ckasas Cracro: «OTIIPaBUILIbCA B POTY PAJUOTEXHU-
yeckoit pa3Begku (SIGINT)».
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PagroTexHuyeckas pa3BegKa 3aHUMAeTCs IIepeXBaTOM U aHa-
JIN30M CUTHAJIOB 3JIEKTPOHHBIX Cpe/ICTB cBA3U. Kak u apyrue coe-
PBI pa3BesKH, 3Ta 0bOJacTh MpeACTaBaseT cOOOU CIIaB HayKU
1 MCKYCCTBa, HO BCe-TaKU HayKH 37ech Oosbiie. [lITabHOMN odu-
11ep pasBeaku pabotan B AHB 1 MOHsI, YTO Hay4YHasA MOATOTOBKA
Cracuo B obact GU3UKK OKAKETCsI BeCbMa IMOJIE3HOH, TTOCKOJIb-
Ky 6oJibiliasi 4acTh pabOThl B paIMOTEXHUYECKOM pa3BegKe COIpsI-
JKeHa ¢ IpUeMOM paZMOCUTHAJIOB, ONITUKO-BOJOKOHHOMN CBA3BIO
Y UHTepHeT-ITaKeTaMHu.

BoenHas nogroroska CTacro B KOJUIe[Ke 3aKI04anach B yMe-
HUU UCIIOJIb30BaTh BUHTOBKY U PYKOBOAUTH OTpsAAOM. IIpu aTom
OH IIOTPaTWI LIeCTh MeCALeB Ha M3ydeHre OCHOB cOopa ¥ aHaIu-
3a pa3Be/laHHBIX B IIKOJIe apMelicKkoi pa3Begku B Popr-Xyauyke
(iwrat Apusona). ITo nmpubsituu B ®opt-JIptouc Cracuo ObLI
HarpasJieH B OTpsAZ Stryker — MeXaHU3UPOBAaHHOE COeJMHEHHE,
JIETKOE Ha MOJ'bEM, CO3[aHHOE /IS OBICTPOTO, B TEYEHHE HECKOJTb-
KUX ZIHEeH, pa3BepThIBAHUA U BCTyIUIeHUs B 60#. 3agaya CTacuo
3aKJo4agach B OIpeZeleHUM MeCTOIOJIOXeHUSA IMPOTHBHUKA
Ha 1101 60JIS C TIOMOIIBIO CJIEXKEHMUS 32 €r0 TEIEKOMMYHHUKAIOH-
HBIMU CUTHanaMu. TakKe IpeATonaraaock, YTo OH 6y/eT mpe/yTa-
JbIBAaTh HaMepeHUs Bpara IyTeM IiepexBara IIPUKa30B KOMaH/0-
BaHUA OTPAZAM WY IPOCIYIINBAHNA 3alIpOCOB KOMaHAUPOB OTPsI-
[I0B, HAXOJAIIUXCA B THUTY, HA BBIIOJTHEHNE aBUayzapoB. CTacuo
JODKEH OBUI IIPUCOEIVHUTHCS K YeTBePTOH 6pUra/ie BTOpoi CTpe-
KOBOU JUBU3WU 107 Ha3BaHueM Raiders gy1a ornipaBku B Mpak u
paboraTh BMeCTe C KOMaHAOW JUHIBHCTOB, UI'PABIEl BaXKHYIO
poJb, IockobKy CTacro He roBOpuiI mo-apabceku. [lpapga, korza
ZIeJ10 JIOIIUIO ZI0 BCTPEYH C STUMU JUHTBHUCTaMu, CTacuo OBUT CHJThb-
HO PacCTPOEH: TOYTU BCe OHU TOBOPWIM TOJBKO HA aHIVIMHCKOM
U KOPeNCKOM fA3BIKax.

Apwmeiickasa paZuoTexXxHUYecKas pas3BesKa Obula co3zaHa
[JIs1 BeleHUs XOJOAHON BOUHBI. ThICAYM BOEHHBIX BCe ellfe IIPo-
JorpKaroT cryx6y Ha KopefickoM mosyoctpoBe. OHU IO-TIPEXXHEMY
MIPOBOAAT YU€HU AJI BEIEHUS CyXOITyTHBIX 60€B C BOOPY>KEHHBIMU
cunamu CeBepHoit Kopen, Bo BpeMsA KOTOPBIX paZiiopa3BeiKa —

Kynutb KHUry Ha canTte kniga.biz.ua >>>



https://kniga.biz.ua/book/gifts/-1/5776/?utm_source=site&utm_medium=pdf&utm_content=5776

MepBas KMbepHeTUYecKas BonHa | 33

oTIpe/iefieHre MECTOHAXOXKAEHUS TAHKOB U TIO/Ipas/ieIeHUH mpo-
TUBHUKA — JIOJDKHA UTPATh IIEHTPAIBHYIO POJIb B oneparuu. OgHa-
ko Raiders 6BLIM HEIPUTOAHBI AJisA GOPHOBI C KOMIIBIOTEPHBIMH
CeTSIMM UPAKCKUX MOBCTAHIIEB, C IOOPOBOJBHBIMU KUXA/IUCTA-
MU U TEPPOPUCTAMU. Besb 3T MapHU He e3/[UTN Ha TAHKaX. Y HUX
He OBUTO eIMHOW OpraHU3alliu, IOCTPOEHHOM MO TPaBMUIaM BOeH-
HoWM nepapxuu. Hy 1, KOHEYHO, OHM HE TOBOPWJIN ITO-KOPEHCKH.

Cracuo pemrwsi, 4TO ero MOATOTOBKA Pa3BeAYMKA OKaXKETCS
IpaKTH4YecKu Oecrione3Hol B Vpake, aMeprKaHCKas OKKyIaLus
KOTOPOTO TOCTENIEHHO pa3BajuBajach. ApMeHcKue MoTeEPU poc-
JIU B Pe3yJbTaTe MOAPHIBOB HA IOPOTraX, YCIENTHO TPOBOANMBIX
roBcTaHaMu. CoJijaThl, OCTABIIHNECS B JKUBBIX ITOCJIE 3TUX B3PHI-
BOB, BO3BPAIIAJUCh JOMOM, JTUIIUBIINCH KOHEYHOCTEH WU TIOJY-
YUB cepbe3Hble YepelmHO-MO3TOBhIE TPaBMbI, KOTOPhIE OYAYT
MYYHUTh X GU3NYECKH ¥ SMOLIMOHATIBHO ZI0 KOHIIA AHeH. Paauo-
TeXHUYECKas pa3BeJKa He MOIVIa NPeAOTBPATUTh 3TU aTaKW.
Ha camoM fiejie CUJTBI PafIMOTEXHUYECKOM pa3BeZKU MPaKTHIECKU
He HCITO/Ib30BaTUCh. B okTsa6pe 2004 1. OIUH U3 PYKOBOAUTENEH
CITY>KOBI PaZIMOTEXHUYECKOUN pa3BeIKU MPHUBEJ OLEHKH, MO KOTO-
peiM TIouTH 90% Beeii nHbopManyu B Fipake 6bLI0 TIOTyYeHO 6i1a-
roZiaps MIITMOHCKOM CETH, COCTOAIIEH U3 Pa3BeAYNKOB U MHOpMa-
TOPOB, U 3Ta MHGOPMAIIV He TIOMOIVIa aMepHUKaHI[aM YMEHBIITUTh
WHTEHCUBHOCTD MO/IPHIBOB U HaTIaIeHUH MOBCTAHIIEB.

CTacuo yuTas BCe, YTO MOT, O IOBCTAaHYECKOM /IBUXKEHUHU, OCO-
6eHHO OTMeYas CIocoObl CAMOOPraHU3aNMH Ha OCHOBE CETEBOU
MOZIEI C MHOTHMHY HE3aBHCUMBIMU T'PYIIIIaMU Jitojiel, paboTato-
X B KOMaH/IaX, aBTOHOMHO OT IIEHTPAJIM30BAHHOT'O YIIPABJIEHUS.
ODTa cxema OpraHM3anuu ObUIA TPOTUBOIOJIOXKHA BEPTUKAIBHO
YCTPOEHHOM BOEHHOU OIOpOKpATHUM, KOT/Ia MPUKAa3bl CIyCKAIOTCA
CBepXy BHU3 Yepe3 HECKOJIBKO YPOBHEN KOMaH/MPOB. B mpuHIiue,
MeTOZBI pa3Be/iKu, KOToprle CTacuo U3ydal, ZOLKHEI ObutH pabo-
TaTh. [IpeAmonaranaoch, YTO OH CMOXKET ONPEIETUTh MECTOTIONIOXKE-
HME Bpara ¢ IOMOIIbIO aHAIN3a JIEKTPOHHBIX CUTHAJIOB U BBISAC-
HUTb, KaKUM OyzZeT cieaytouuii mar. OJHaKO CpeACTBa, KOTO-
PBI€e IPeAOCTABIISIA APMUS AJIS STUX OTIePaIliii, TI0XO OAXOAMITN
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[UIs1 BEIEHUSI PAaJIOPa3BeJKU B CIOXKHBIX TOPOJACKUX YCIOBUAX.
Raiders ucronbp30BaM CUCTEMY ITepexXBaTa CUTHAJIOB, U3BECTHYIO
o/, Ha3BaHWeM Prophet, — MacCUBHBIN I'PY30BUK, CHAG)KeHHBIN
JUTMHHOM, yCTaHaBIUBaeMOM Ha Kpblllle paZiiOaHTEHHOM BBICOTOM
TIPUMEPHO C YAUYHBIN poHaps. CTapiium oduitepam 6puraibl Hpa-
Bwics Prophet, moToMy 94TO OH TOBOPWII UM, T7Zle HAXOAWIVCH Bpa-
’KeCKHe CIIBI B Mpefesax OJmKaiinei 30HbI IPOBEIEHUS Ollepa-
IIUK. DTO OBUIO TAKTUYECKOE YCTPOMCTBO, M OHU HAIPaBJISIA €r0
TyZa, TZe UM TpeboBasoch cOOpaTh pa3BejfaHHbIE.

Ogauaxko Prophet 6bLT cO3/aH /15 IepexBaTa TOJbKO PaZuOBOJH
U TOJIbKO Ha OTKPBITOM 1 OTHOCUTEIBHO POBHOU MECTHOCTH, I7ie
BeJIUCh O0eBhIe fieticTBUsA. CTacuo 3HaJ, YTO Bpaykeckrue OOEBUKU
B Mpake 0OIIaloTCs ¢ IIOMOIIBIO COTOBBIX TeslepOHOB U 3IEKTPOH-
HOU TIOYTHI, a TAKXKE, YTO OHU pasMeIasy BUgeo3anvcy B VIHTep-
HeTe. BoeBUKM nepeMelaauch HeOOMbITUMU TPYIIIIAMU B IVIOTHOM
6GeTOHHOI 3acTpolike Bargaza v Apyrux rycToHaceJleHHbIX UpaK-
CKUX TOPO/IOB. B Takux ycmoBusax Prophet 6bUT He OY€eHb MMOJIE3€H.
JeticTBuTenbHo, Korga Crtacuo HakoHel] nonai B Vpak, oH yBU-
ZIeJI, YTO OTPSIABI apMEMCKON pa3BeJKH, KOTOPbIe IIPUOBLIN PaHb-
IlIe Hero, UCmoyub3oBanu Prophet He /i1 mepexBara paZoCUTHa-
JIOB, a J1JisI IePeBO3KU e/Ibl U IPYTUX IIPUIIACOB.

Bruta U ellle oflHA MPUYHMHA, IO KOTOPOW BETEpaHHI JOOU-
su Prophet, — oH npuHazyiexxkan M. OHU MOTJIM HAIPABUTh €T0
TyZa, KyZa 3axoTAaT. OHU UMeJIu KOHTPOJIb HaZl cOOpOM U aHaJU-
30M pasBejZaHHBIX. CTacUo MOAYyMaJ, YTO cTapurue oduiepsl
0OBIYHO HE JIOBEPSAIOT YMHUKAM, puieTeBIuM 13 I1ITaToB, yaire
13 BalnHITOHA, KaK He JOBEPAIOT HallMOHAIbHBIM Pa3BeZCIyX-
6am, TakuM Kak IIPY u AHB, koTopble 0TCIoza, C IToJis 6051, KaXKyT-
cs1 GOMBINIMMU M HEYKJIIOXKHUMU OIOPOKpAaTUYEeCKHMU KOHTOPaMU,
OGUTKOM HaOUTHIMU TIPOTPAMMUCTAMU U KOMIIBIOTEPHBIMU UYAU-
KaMU, CJIMIIKOM JlaJIeKUMU OT NMTpHU3eMIeHHBIX, IT0JIeBBIX TaKTHUYe-
CKUX HY>XJ apmuu B lpake.

Oznnaxo CTacyo 3HaJI, YTO y HAI[MOHAMBHBIX CTYXk0, a B 0COOEH-
HocTH ¥ AHB, ecTb KOe-UTO 10JIe3HOe — JaHHbIe. A UMEHHO HHPOP-
Mallys Ha cepBepax — pe3y/bTaTh lepexBaTa CUTHAJIOB B 3JIeKTPOH-

Kynutb KHUry Ha canTte kniga.biz.ua >>>



https://kniga.biz.ua/book/gifts/-1/5776/?utm_source=site&utm_medium=pdf&utm_content=5776


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /FlateEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




